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However, IEEE 802 lx wasS i?« Wl " dows ™, have started being deployed, 
more or less static 7on toion r„n«t?^TM °J TP 1 86 USage SCenario wh ^ a 
environment, such l^S^Sl^^^ a more ***** 

normally require complex conWauon^ h h ? Xample ' **** 802 1x clients 
server domain name user nam^T ?* 8 ' authenhcatlon method, authentication 
When a user * """"I for **rs. 

reconfigured. Furthe TlSBSf"?? P"™"*™ m ^ "eed to be 

for a user, which i. « UwSS i^S^ a^hT^ ° f a " account 

propose a mechanism in hot s P ots - In ^ disclosure, we 

802.1x client on the w reles user^^tE kT automatically ^ ^EE 
control/Plugin. wmSk vSdSS^SS ^ Wd> brOWSer Md ActiveX 

of po^Li^SSS'S^s 1 , pot r y present the user with a ,ist 

use. In case the user has -n'SS^ — — «- » 

configured for that account the IEEF Rm IT . u 802 1x P ara meters are 

authentication. In the case he user SS^ . ^ be automatica »y « «P for 
new account can be creSeJ S s^Td £ffiS?2 T^k** ^ a 
configured for authentication. 802 ' lx Cbent ,s subs equently 



P^wT^ the Savior on the WLAN access 

user gets fully TuSkated S^C^V^ ^ modifica * before the 
WLAN filters user b^ffi^nH, if f 18 n0t com P let dy blocked. Instead, the 

techm^ue S^^S^J^ COntrol,ed — to the network. The 
concerns with how we caL use su^S f °? S " ch , su PP° rt in access point. It 
IBEE 802.1* cHents^ 

Features of our solution: 

• It uses IEEE 802. lx, the adopted standard for secure EEFF sno 1 1 • . 

for authentication EE 802 - 1 1 w «reless access, 
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technology savvy users. 71,0 ' aBer K ^ lo non- 

S o^e iS eMb,ed - ™ tat -* '° <» — - WLAN 

S2SJ^ mSfKJ*" ^ must support mm 802li - F"*-. «- 
possible i££S o 1 123 T r ' e * ** *• ff ° ne 

presents (he user the neceSrv info^5T^ T * to a comrol,Ki w <* server, which 
creation and mJSSS^SSSS^S^' T info ™ a ' i0 ". — accounts 
we mentioned earlier. selection. This enables the necessary user interactions 

given in the near tonne. The ^^^^^27™" " aWt ' 
an ActiveX control or a ohm in f„r ih.t "'"""ser ror interaction. One more piece is 

Figure 1 illustrates a typical interaction sequence: 

• When a user tries to access a public WLAN at a hot spot the IEEE RcT? i V . 
on his machine would automatically start tb» a ,,th^ti? I- Ax cI,ent 

the current configuration on Te macht? aUthent,cat,on P™*" according to 

allows him to Less mis ^0 * ^ eVen h&Ve an account * at 
or the WLAN AP. the user requests are redirected to a local web server 
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• Using these parameters, the ActiveX control/plug-in configures the ffiFF zco 1 v 
client properly and restarts the authentication The user i SSSta Jf^ 
H. case f k* 6 ^ ^ C3n °P- -eel for " ' 

References: 

AUTOMATION" fflec, as US. Provisiona, A^SS^ 6029 , on Ma, 
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Figure 1. 802. IX Client Configuration 
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